Acceptance Testing

Techniques, Tips, and Musts: A General
Overview of Acceptance Testing
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Why Acceptance Testing?

8 %

Security Accuracy

P
FRANK LAROSE | (s==
Ohio Secretary of State | o\:;



Presenter
Presentation Notes
It has been an established custom when taking the possession of a new product to ensure that it works.

Analogy of a Vehicle Test Drive

The purposes behind voting system and voting machine Acceptance Testing are:

To meet the requirement of the sub-lease agreement which stipulates that all voting machines and systems must be tested to ensure proper working order.
To verify that the voting system and equipment is accurate and secure.





Not the responsibility
of the vendor...

A vendor may offer support
but staff or members of the
board should be completing
every aspect of the test.
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It is common for a board to rely heavily on its voting system vendor for help with the acceptance testing process.

However, the vendor is also responsible for the manufacturing of the equipment and is not to be the entity who conducts the test.

The board and its staff is responsible for carrying out this process. While it is fully expected for a vendor to initially educate how to operate the voting equipment and may assist in the process, the responsibility of ensuring the acceptance testing is done properly is the responsibility of the board of elections.


Questions to Consider

¢ Is the equipment physically sound and intact?

* Does the equipment meet the certified
requirements?

* Does the equipment function as expected?

 Does the equipment match what was
purchased?

 Does the equipment record and tabulate
results correctly?
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What are the questions that are going to be answered during the test?

If at any time the answer is no, the acceptance testing process fails.

If the acceptance test fails at any point, the tester should provide a detailed description of the failure including the cause and affect. However, while a test may not necessarily fail, the tester may experience problems that can be corrected (i.e., calibration adjustments, incorrect time, etc.) but each issue that is resolved should be documented. Such documentation is useful to determine if a particular piece of voting equipment has an potential issues long-term.


Multiple Tests in One

* Physical and Visual Examination
* Diagnhostic Examination

 Functional Examination

If a portion of the test fails, the
whole test fails.
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The physical and visual examination exists to ensure that the voting equipment or system components are not physically damaged and that all physical components are in good working order.

Things to review – the shell or outer case of any of the components, the latches and hinges on ballot box doors open and shut as expected, all locks engage and disengage without any binding or difficulty, and all electrical wires or connections show no sign of wear or damage.

The diagnostic examination is performed to ensure that all of the mechanical and electrical components are working correctly such as media inputs in the voting machine, printer ports, that all ADA accessibility devices are recognized by the voting equipment, that the ballot feed path is allowing ballots to be scanned as designed, that the screen is calibrated correctly, and that the controls or device settings work appropriately to allow for adjustment.

The functional examination is done to ensure that the correct federal and state certified versions of the software/hardware/firmware are in use and that the system will perform correctly for an election. The test will consist  of loading a mock election onto the unti, casting a known pattern of votes, closing the election, printing reports, and comparing the test results.



Baseline Guides Provided
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Unit Serial Number

Unit Asset/Identification Tag Information
Software/Firmware Version

Date of Test

Test performed by

Examination instructions: If during any of the three examinations the response of “Mo" is indicated,
the acceptance test should stop and the issue resolved. The unit should then be re-examined before

deployment.

Physical and Visual Examination

All required components (e.g., cords, media devices, ballot storage containers,
printers, etc.) are included with the scanner unit as described in the lease
documentation.

Detail items not provided:

Equipment and equipment components including power cords or cables are free from
physical defects, cracks or dents. Record accordingly any damage and, if necessary,

repair or replace.
Detail damaged items:

The ballot storage container functions correctly (i.e., doors open, doors latch, etc.)
and is capable of being sealed with tamper-evident/security seals.
The unit's media ports are capable of being sealed.

The unit and functional components are labeled with the proper asset or identification
tags.
The report printer is loaded with paper and is capable of being sealed.

Diagnostic Examination
The correct Federal and State certified version of firmware and/or software is
installed on the device.

The correct date and time are displaying on the device. If not, update accordingly.

The date and time will automatically adjust to time changes due to daylight savings
time changes. If not, program to automatically update.

Disconnect A/C power from the device. Ensure it operates using only battery power.
Determine and record the charge status of the battery using the device settings.
Detail charge status or percentage of battery life:
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The Secretary of State provided Voting System Acceptance Testing documentation for boards to use to ensure the baseline components of each test are performed. Each voting system vendor will also provide documentation it has created for conducting the test.

Each board should ensure that, if using the vendor documentation to complete the test, that each component from the document provided by the Secretary of State is included. Boards may choose to edit the Secretary of State documentation in order to include voting system specific steps in the documentation.


-,
First Steps

1. Develop your plan and checklist.

2. Determine the method of logging properly
the tests, maintenance, and custody of each

unit.

3. Train staff on how to complete the
acceptance testing on each component of

the system.

4. Perform quality assurance to ensure all
portions of the test are conducted by
pipartisan staff.
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Create a checklist detailing each element of the acceptance test. Ensure that each piece of equipment that is part of the voting system is properly tested. The test itself should be well documented to ensure that all tests are performed. 

Not the responsibility of the vendor even though most vendors will keep a maintenance record for the equipment it is servicing. Utilizing a free tool such as Asset Tiger will help track each piece of equipment, detail maintenance and repair records, record testing, and track custody.

3.


Asset Management Tool



Presenter
Presentation Notes
Keep the documentation and the information regarding acceptance testing, routine maintenance, repairs, and transferring of custody in one place. Some boards may find it beneficial to utilize an asset inventory system. 

All paper records should be kept in an easy to locate file. Boards may want to have a “chart” or file for each piece of voting equipment organized by serial number.

https://www.myassettag.com/assettiger/

What to test?

e Ballot scanners (and ballot container function)

e Touchscreen ballot markers

 DRE devices

 Report and VVPAT Printer functionality

e Barcode scanners (available on some voting equipment)
 The election management software

 Ballot printers
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Ballot scanners – test the ballot box function.


Test the Features

e Battery life

e Password features
 Media security

e Security lock attachment
* Printer operation

* ADA Devices

e Scanner speed
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ADA Devices
Tactile controls, paddles


Starting the Acceptance Testing

 Inspect and visually verify the physical state of
the equipment.

* Verify the Federal and State certified version of
the voting system.

* Load the report or VVPAT printer.

* Verify the date and time are accurate.

* Review screen display for quality and calibration.
e Test the battery.
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Inspect the equipment to ensure that it is physically sound, intact and provided as intended per the sub-lease agreement.
A certified voting system consists of a specified set of hardware/software/firmware, the specified version of the operating systems, and the specific versions of any support software. In order to conduct the test staff should know the version levels of each of these components.
Load the report or VVPAT printer with the paper specified by the vendor.
Verify the date and time are accurate.
Review screen display for quality and calibration.
Test the battery. 



Testing the Logic

 Verify the accuracy of the
equipment.

* Ensure selection choices
match the results report or
VVPAT and the printed

ballot (if applicable).

e Test the over-vote and
under-vote detection on
each machine.




Other Considerations

 Verify the counters function correctly.
* Verify the machine closes properly.

* Verify the machine properly zeroes out to reflect
zero ballots cast.

e Remove all media from the machine.
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End-to-end Testing

It iIs Important to ensure
that the system as a whole
functions properly. This is
where a board will test the
election management
system.




Performing an End-to-End Test

Test the election management system to ensure:

e The federal and state certified version of the
software is installed:

e All components connected to the system are
operating properly;

e That all votes cast on the voting equipment are

properly imported into the election management
system;

 The accuracy or results tabulation and report; and
* The security and function of voting system overall.
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Including things such as ballot rotation, split reporting, etc.


Voting System and EPBs

While it is not a part of the
voting system certification,
the electronic poll book
system used by the county
interacts with the voting
system.

This interaction should be
tested as part of an end-to-
end test.




Boards purchasing a ballot
printing system...

The system used to print ballots as needed must
be fully tested.

If the system Iinteracts with the voter registration
system to print absentee ballots, the board should
ensure the two systems are interacting properly
and that the correct ballot styles are being
produced.
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When to Perform
Acceptance Testing?

If a component of the voting
system leaves an election
officials direct control for
any reason (i.e., repair,
upgrade, etc.), a repeat of
the initial acceptance test
should be conducted.




Questions or

Best Practices

ERETAR
FRANK LAROSE | ‘==t
Ohio Secretary of State | weEEly/



	Acceptance Testing
	Why Acceptance Testing?	
	Not the responsibility of the vendor…�
	Questions to Consider				
	Multiple Tests in One		
	Baseline Guides Provided	
	First Steps							
	Asset Management Tool�
	What to test?		__				
	Test the Features		
	Starting the Acceptance Testing_	
	Testing the Logic
	Other Considerations
	End-to-end Testing
	Performing an End-to-End Test
	Voting System and EPBs
	Boards purchasing a ballot printing system…
	When to Perform Acceptance Testing?
	Questions or �Best Practices�

