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the testing process will be used to make improvements in the handling and securing of voting machines before, during and
after elections. The project is essential to improving the administration of elections for federal office, as well as, state and
local etections, A requested Hst of objective criteria used to assess the voting systems has been prepared and included with
this reguest. {See attached.}

On June 18, 2007, the Secretary of State issued an RFP seeking proposals for consulting and testing services to conduct a
risk assessment study of Ohio voting systems. Responses were due July 9, 2007, Five proposals were received and evaluated
and two contractors were selected.

Tasks to be performed under the project include:

1} configuration management,

2} "red team” vulnerabiiity testing,

3} election operations and internal control assessment,

4} audit of prior voting system assessments and source code review, and
5} performance testing.

The majority of the work of the two contractors wiil be performed at the State of Chic Computer Center (SOCC). The S0CC
will provide a secure location for the researchers to interact with the machines and to conduct their review. A bipartisan
group of iocal Board of Electons oficials has been selected with the assistance of the Ohlo Association of Election Cfficials,
This group contains equal numbers of Republicans and Democrats, who will perform the following functions: 1) receive a
thorough briefing on the assessment process and view the testing location at SOCC 2) serve in an advisory capacity during
the testing process, participating in at least weekly briefings and discussions on testing progress and aspects 3) review and
report to the Secretary of State ali scientific findings and implications reported by all vendors and 4} collaborate with the
Secretary of State in making recommendations to the Governor and General Assembly based on the reports.

The Secretary of State also scught to integrate independent computer specialists in the voting system review and
assessment, These academic computer scientists bring relevant election technology and computer security expertise to the
project, Faculty and students through their respective universities will be subcontractors through SysTest Labs, Inc. The
academics will perform various aspects of the tasks outiined in the RFP. An amount not to exceed $1,079,876.00 will cover
the work perfermed by academics from:

Cleveland State University, Cleveland, Cuyahoga County, OH,

Pennsyivania State University, University Park, PA,

The University of Pennsylvania, Philadelphia, PA, and

WebWise Security, Inc., a research group founded by professors and PhD students of the University of California, Santa
Barbara, CA.

SysTest Labs, Inc. will also subcontract for project task support with Election Systems Acquisition & Management Services
(ESAMS), Richmond, VA,

Under state term scheduie, the Secretary of State also intends to contract with Battelle Memorial Institute, Columbus, OH to
serve as overall project manager for the EVEREST project. The profect manager will work with the Secretary of State's
assigned project representative in oversight of the study schedule, contractor status, issue reporting and project duties.

In the unlikely event voting machines submitted by boards of elections for festing would be damaged in the testing process,
they will be repaired or replaced to avoid costs to boards of elections with federal funds currently budgeted. All participants in
the study are responsible for procuring appropriate insurance coverage including property damage throughout the term of the
contract. The voting systems to be reviewed are those of Election Systems and Software, Inc. (ES&S), Hart InterCivic, Inc.
Voting System (HVS) and Premier Election Solutions {FKA Diebold Election Systems, Inc.}.

All work is expected to be completed no later than December 7, 2007 after which the Secretary of State will present plans
and recommendations to executive and legislative leaders. The focus of the project is to gain information to understand how
best to ensure the security and integrity of the state's election system, If the study results in recommendations far upgrades
or replacement of voting systems, the Secretary of State shali seek federal funds to support associated costs, keeping the
Governor and legislative leaders informed with regard to such effort, should it become necessary.

The contract amount for MicroSolved, Inc. and for SysTest Labs, Inc. is greater than their respective proposals as a result of
the RFP Addendum 1 which provided for negotiated cost changes to reflect testing on additional voting system software
and/or hardware upgrades not now used in Ohio but currently under certification review by the federal Election Assistance
Commission {EAC). It is now expected that this “pipeline” equipment wouid be part of the study.
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Attachment 8 Microsolved Contract
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Voting System Review Qbjective Standards

Non-Substantive Change
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Reiease and Permit Information

Name F¥Y Amount R&P# R & P Date Issued By Comments
MicroSclved, Inc. 2008 $138,578.00
SysTest Labs 2008 $1,669,538.00
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Operating Request Reguired Information Controiling Board Regquest No.: S0501G0001
New Contract - MicroSolved, Inc.

1. Selection Process: Was this contract subject to selection by a Request for Proposal (RFP) process? Yes

a. Explain how the RFP was publicized or advertised.

The REP was issued on June 18, 2007. A news release was issued that day to indicate that the Secretary of State was
seeking proposals from experts to test the capabifity and security of voting machines used in Chio. Interested parties and
potential bidders were referred to the Secretary of State's website where the RFP was posted.

b. Number of proposals distributed. N/A

c. Number of days in which interested parties had to respond to the RFP, 21
4. Number of proposals received. 5
e, Information for each proposal received {or see attachment).
Name Proposal Amount Address City State County
See Attachment 1 %.0C

f. Explain why this contractor was selected.
MicroSolved, Inc.'s proposal included Task 2 of the RFP. MicroSolved, Inc, meets the criteria of the RFP and provides the
unique expertise needed to perform the required work within a coilapsed timeframe.

g. Indicate who rated the responses and was involved in the selection of the contractor.
Under the supervision of the Assistant Secretary of State, a Risk Assessment Team comprised of representatives of the
Secretary of State's Office inciuding Information Technotogy (IT}), Legai and Election Operations.

2. Provide the following selected contractor information:

MicroSolved, Inc.

2330 Briggs Rd.
Columbus, OH 43223
Ceunty: Franklin

3, Contractor's location from which ali or most of the contract work wifl be performed, if different from the
tocation of principal place of business. (For institutional agencies, cite the location of the institution,
inciuding the city and county, where services are to be performed.)

State of Ohio
Computer Center (S0CC)
Columbus,

4. Institutional agencies only: Is the contractor currently performing services at the institution listed above?

5. Specify the deliverables of this contract or describe the scope of service(s) to be performed by this contractor.
Task 2 - "Red Team" Vulnerability Testing of voting systems by penetrating each device of a certified voting system.

6. Cite the account category of expense being used for this purchase of service{s}.

Account Category Subobject Amount Non-Exempt Amount
518001 $138,578.00 $138,578.00
Total Amounts $138,578.00 $138,578.00

7. Duration of this contract {beginning and ending dates) within the fiscal biennium,

Beginning Date Ending Date
09/24/2007 ) 12/07/20067
8, Is the contractor already performing work under this contract? No

5. identify ali state contracts which the selected contractor has had approved by the Controlling Board
since the beginning of the last fiscal year through this fiscal year to date. Also include contracts approved
for this agency or institutions of higher education.

a. Total number of contracts. G
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b. For each contract list the state agency and the contract amount.

! Agency Contract/Agreement Amount ] FY

10, Contractor Procurement Compliance:
a. Is this contractor in compliance with Buy America? N/A

Expiaint: The services provided through this contract are not subject t¢ Buy America provisions.

b. Is this contractor in compliance with Buy Ohio? Yes

Expiain: MicroSolved Inc. is an Ohic corporation with its principal place of business in Columbus, OH.

11. Provide the foliowing employee information: Nationwide oni
ia
Total Number of Employees 8 g
Percentage of Women 259 2507,
Percentage of Minorities 0% 0%

12. What percent of the work wilt be done by subcontractors? 0

If more than 50%, provide the same information for each subcontractor as requested in number 11 above for the contractor.

Nationwide " R . . Chio GOhio Ohio
Subcontractor # of 023:;%3?;'::1 o /oNoaft::Il:lv::'?t?es # of % of % of
Employees Employees Women Minorities

13. Provide ali subsequent renewal schedules (beginning and ending dates) and amounts associated with this contract.

A contract renewal is the exercise of an aption to enter into a subsequent contract with a vendor in accordance with renewal
provisions specified in a preceding contract.

Beginning Date Ending Date Total Lease Amount

Explain contract provisions.
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Operating Request Required Information Controlling Board Request No.: $080100001
New Contract - SysTest Labs

1. Selection Process: Was this contract subject to sefection by a Reguest for Proposal (RFP) process? Yes

a. Explain how the &FP was publicized or advertised,

The RFP was issued on June 18, 2007. A news release was issued that day to indicate that the Secretary of State was
seeking proposais from experts to test the capability and security of vating machines used in Ohio. Interested parties and
potential bidders were referred to the Secretary of State's website where the RFP was posted.

b. Number of proposals distributed. N/A

c. Number of days in which interested parties had tc respond to the RFP, 21
d. Number of proposals received. 5
e. Information for each proposal received (or see attachment).
Name Proposal Amount Address City State County
See Attachment 1 $.00

f. Explain why this contractor was selected,
SysTest Labs' proposal included Tasks 1, 2, 3, 4 & 5 of the RFP. SysTest Labs meets the criteria of the RFP and provides the
unique expertise needed to perform the required work within a collapsed timeframe.

g. Indicate who rated the responses and was involved in the selection of the centractor.
Under the supervision of the Assistant Secretary of State, a Risk Assessment Team comprised of representatives of the
Secretary of State's Office including Information Technology (IT), Legal and Election Operations.

2. Provide the foliowing selected contractor information:

SysTest Labs

216-16th Street Suite 700
Denver, CQO 80202
County:

3. Contractor's location from which all or most of the contract work will be performed, if different from the
location of principal place of business. {For institutional agencies, cite the location of the institution,
including the city and county, where services are to be performed.}

State of Ohio
Comgputer Center {SOCC)
Coiumbus,

4. Institutional agencies only: Is the contractar currently performing services at the institution listed above?

5. Specify the deliverables of this contract or describe the scope of service(s} to be performed by this contractor.
Task 1 - Configuration Management Assessment / Task 2 - "Red Team" Vulnerability Testing / Task 3 - Electicn Operations &
Internal Control Assessment / Task 4 - Audit of Prior Voting System Assessments / Task 5 - Performance Testing.

6. Cite the account category of expense being used for this purchase of service(s).

Account Category Subobject Amount Non-Exempt Amount
518001 $1,8669,538.00 $1,669,538.00
Total Amounts $1,669,538.00 $1,669,538.00

7. Duration of this contract (beginaing and ending dates) within the fiscal biennium.

Beginning Date Ending Date
09/24/2007 12/G7/2007
8. Is the contractor already performing work under this contract? No

9, identify all state contracts which the selected contractor has had approved by the Controiling Board
since the beginning of the last fiscal year through this fiscal year to date. Alsc include contracts approved
for this agency or institutions of higher education.
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a. Total number of contracts. G
b, For each contract list the state agency and the contract amount.

I Agency Contract/Agreement Amount FY

10. Contractor Procurement Compliance:
a. Is this contractor in compliance with Buy America? N/A

Explain: The services provided through this contract are not subject to Buy America provisions.

b. Is this contractor in compliance with Buy Ohio? No

Explain: SysTest Labs does not have an Ohio presence. However, much of the work under the contract will be performed at the
State of Ohio Computer Center (SOCC) site.

11. Provide the foliowing employee information: Nationwide oni
io
Total Number of Employees 108 o
Percentage of Women 31% 0%
Percentage of Minorities 9% 0%

12. What percent of the work will be dope by subcontractors? 65

If more than 50%, provide the same information for each subcontractor as requested in number 11 above for the contractor.

Subcontractor Nationwide Nationwide Nationwide (;h:; Chio g:'::;
o, H Hs [+?
# of Employees | % of Women | % of Minorities Employees Yo of Women Minorities
C'e"emﬁ State 1667 50.20 29.20 1667 50.20 29.20
Penn State 17277 48.70 8.80 o 00 .00
Univ.
Univ, of Pean 23936 41.50 52.00 8] .00 .00
WebWise (UC-
SB) 4 .00 .00 0 G0 .00
Election
Systems Acq &
Mgt Serv 2 06 .00 0 .00 00
(ESAMS)

13. Provide all subsequent renewal schedules (beginning and ending dates) and amounts associated with this contract.

A contract renewal is the exercise of an option to enter into a subsequent contract with a vendor in accordance with renewal
provisions specified in a preceding contract.

Beginning Date Ending Date Total Lease Amount

Expiain contract provisions.
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JENNIFER BRUNNER
OHIO SECRETARY OF STATE

180 East Broad Street, 15" floor
Columbus, Ohio 43215-3726 USA
Tel.: 1-614-466-2655

Fax: 1-614-644-0649
www.sos.state.oh.us

Joe Secrest, President 7%, s )V%

Controlling Board
30 East Broad Street, 34™ Floor Approved November 14, 2007
Columbus, OH 43215-3457

November 1, 2007

RE:  Controlling Board No. SOS0100001
Approval Date: 9/24/2007

Dear Presig,eﬁt Secrest:

The Secretary of State’s Office requests approval of a non-substantive change to Controlling
Board request number SOS0100001 which was approved at the September 24, 2007 meeting of
the Controlling Board. The request waived competitive selection to enter into contracts with two
vendors, SysTest Labs, Denver, CO and MicroSolved, Inc., Columbus, OH, to provide consulting
and testing services to conduct a risk assessment study of Ohio voting systems.

As required by Controlling Board procedures, this letter serves as notification of a change in the
subcontractors identified in the contract with SysTest Labs. As indicated in the request, SysTest
Labs planned to enter into subcontracts with four academic (or academic-related) institutions.
Instead, three such subcontracts were executed - Cleveland State University will not serve as a
subcontractor in this project.

A team from Cleveland State University’s Center for Election Integrity would have conducted a
documentation procedures review to assess the adequacy of vendor operational guidance with
respect to security, accuracy and auditability. Due to the project time schedule and other
considerations, negotiations with this subcontractor were not finalized. This work will now be
conducted in conjunction with local Ohio election officials and by researchers under the direction
of another academic subcontractor (the University of Pennsylvania).

Thank you for your consideration. Please let us know if any additional information is needed.

Sincerely,

F——”

Jennifer Brunner



FJohnson
SecrestSignature

FJohnson
Text Box
Approved November 14, 2007 




